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Executive Summary

This deliverable provides updated and final specifications of the practical functional encryption schemes
tailored to the different use cases. It also serves as a basis to WP5 as a key element to determine fitting
hardware solutions, to WP6 as primitives to be implemented in a software solution, and to WP7 as a
building block for the first prototypes. To achieve this goal, this deliverable proposes cryptographic
primitives for the three use cases in WP7 together with possible instantiations of these primitives.

Overall, there is no major change since D4.10 and the introduction of a labeled MCFE scheme [1] developed
in the context of the FENTEC project. We believe the solutions presented are still the best available. Thus
the deliverable will serve two purposes, reaffirming the motivation behind our choices and compiling the
functional encryption solution we propose for each use case.

Section 4, which deals with the Digital Currency use case, describes the attribute-based encryption (ABE)
scheme FAME [6], which had already been chosen in D4.1. FAME still represents the state of the art in
terms of ABE schemes and is able to support the set of attributes needed by the Digital Currency use case.

Section 5 proposes two different solutions for this use case, depending on whether labels are needed.
Regarding labeled schemes, two DMCFE schemes based on DDH and lattices are presented. The lattice-
based scheme was developed in the context of the FENTEC project and was first presented in the D4.10,
but not in previous versions of this deliverable (i.e., D4.1 and D4.2). This scheme is quantum-safe and
more versatile but is less efficient than the DDH-based scheme. Regarding constructions without labels,
we describe a scheme with strong security properties, such as adaptive security. It can be instantiated
under different assumptions, such as plain DDH in pairing-free groups or lattice assumptions.

Section 6 re-introduces a DDH-based inner-product encryption scheme, but this time as our main solution.
Indeed, recent development in this use case showed that the main limitation of DDH-based schemes,
namely the ability to only decrypt small results, will not be a problem as we plan to limit ourselves to very
few motion vectors in order to achieve motion detection.

Finally, Section 7 discusses the relations to requirements in D3.1 and the solutions proposed in D4.1 and
D4.2.
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1 Introduction

The FENTEC project works with an iterative life cycle. In this deliverable, we present the final choices of
cryptographic primitives and instantiations that are to be used in the FENTEC API. We have updated the
proposed solutions when necessary, by taking into account the evolving needs of each use case as well as
progress in the field of functional encryption. When doing so, this deliverable supposes familiarity with
the cryptographic primitives notions and solutions presented in D4.1 and D4.2, as well as the first and
second annual reports on functional encryption schemes.

D4.1 and D4.2 described cryptographic solutions for the 3 uses cases in WP7: (1) Digital Currencies, (2)
Web Analytics, and (3) Video Surveillance. We now summarize the changes with respect to these use
cases:

Digital Currencies: Better understanding of the policies and the continuous survey of state-of-the-art
functional encryption solutions make us believe that the two variants of the ABE scheme called
FAME from [6] are still the best solutions;

Web Analytics: Academic research in the context of the FENTEC project brought up a new lattice-based
DMCEFE construction that supports encryption labels and whose security is based on a quantum-safe
assumption; and

Video Surveillance: As already mentioned in D4.1, the solution based on exact threshold encryption is
not optimal, since it assumes that the sequence of images within a video are encrypted bit by bit. In
D4.2, we proposed two new solutions based on functional encryption schemes for the inner-product
and quadratic-polynomial functionalities from [7, 8], which are more efficient and better match the
requirements of the video encoding. This time, we only describe the scheme from [7] as some
preprocessing seems mandatory.

1.1 Purpose of the Document

A primary goal of this deliverable is to pursue the investigation, started with the D4.1 and D4.2, of existing
functional encryption schemes that meet the requirements of our use cases and to develop new schemes if
necessary. Thus, this deliverable updates D4.2 by presenting new cryptographic primitives that improve
upon multiple fundamental aspects, such as security, performance and practicality. The second goal of this
deliverable is to be a compilation of the best current solutions we found until now for each use case. These
schemes are to be implemented in Task 6.1 for the crypto API. Lastly, a final goal of this deliverable is to
continue the survey of the literature in functional encryption to ensure that, by the end of the project, the
cryptographic primitives being implemented are still the most relevant for our use cases.

1.2 Structure and Methodology

This document is strictly a summary of our choice for each use case. Thus, most of the definitions,
basic tools, cryptographic primitives and security notions will be recalled. Regarding the cryptographic
primitives for the use cases, we try to present only the best solutions. In this case, we will follow the
same structure as in D4.1 and D4.2 by presenting the new cryptographic solution together with its security
statement. Sections 4 to 6 are devoted to an in-depth exploration of the instantiations of the cryptographic
schemes for all three use cases: the digital currency, the Web Analytics and Video Surveillance use cases.
Multiple instantiations of cryptographic primitives are provided in these sections. The presentation of
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an instantiation starts with an explanation of the motivation behind the change that has been made. The
instantiation itself is then presented together with a security statement for it. Section 7 then summarizes
the list of use-case requirements that are met by the schemes described in Sections 4 to 6. Finally,
Section 8 summarizes the main outcomes of this deliverable and discusses future research directions where
improvements are needed.
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2 Basic Tools

In this section, we recall some of the definitions and basic tools that will be used in the remainder of the
document.

2.1 Notation and General Definitions

Let N denote the set of natural numbers. If n € N, then {0, 1}"* denotes the set of n-bit strings, and {0, 1}*
is the set of all bit strings. More generally, if S is a set, then S” is the set of n-tuples of elements in S. If
S is a set then |S| denotes its size. If S is finite, then x <—s S denotes the assignment to x of an element
chosen uniformly at random from S. If A is an algorithm, then y <« A(x) denotes the assignment to
y of the output of A on input x, and if A is randomized, then y «s A(x) denotes that the output of an
execution of A(x) with fresh randomness. “PPT” stands for probabilistic polynomial time. Most of the
time we denote by A the security parameter. A function v : N — [0, 1] is said to be negligible if for every
¢ € N there exists a A. € N such that v(1) < A7¢ for all 1 > A..

In Section 5 and Section 6, we use implicit representation of group elements as introduced in [14]. That is,
if Gy is a group of order p and g; a generator, then Va € Z;,, we note [a]; = g{'. If A € ZZ‘X” is a matrix,
then [Al1 = (g, )1<i<m1<j<n-

The Matrix Decisional Diffie-Hellman (MDDH) Assumption [14], which we described later in this section,
requires the following definition.

Definition 1 (Matrix Distribution) Ler k € N. We call Dy a matrix distribution if it outputs in polynomial

time matrices in Zgﬁl) xk of full rank k, and satisfying the following property,
1
Prlorth(A) C span(B)] = —,
Q(p)

where A, B & Dy.

2.2 Represented groups

Let G = (g) be a finite cyclic group of prime order p generated by an element g, where A = |p| is the
security parameter. Throughout this report, we will use the multiplicative notation for the group operation.
Hence, g° denotes the identity element of G and g“ denotes the group element of G that results from
multiplying u copies of g, for u € N. Note that g* = g* ™4 Gl by Lagrange’s theorem.

Algorithms which operate on G will be given string representations of elements in G. For that, we require
an injective map _ : G — {0, 1}¢ associated to G, where ¢ is the length of the representation of group
elements. Similarly, when a numberi € N is an input to, or output of, an algorithm, it must be appropriately
encoded, say in binary. We assume all necessary encoding methods are fixed, and we do not normally
write the _ operators.

The schemes considered in this report are parameterized by a group generator, which is a PTA GroupGen
that on input 1 returns the description of a multiplicative group G of prime order p, where 2% < p < 24+1,

The choice of the security parameter will determine the exact security of schemes implemented over
these groups. For instance, according to NIST’s equivalence table [21], 160-bit discrete log subgroups
and elliptic curve groups correspond to 80-bit symmetric keys and 1024-bit RSA/DLOG keys. Likewise,
256-bit discrete log subgroups and elliptic curve groups would correspond to 128-bit symmetric keys and
3072-bit RSA/DLOG keys. For other recommendations, please refer to the NIST’s report
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2.3 Bilinear maps

For a detailed introduction to pairings, see e.g. [11, Ch. IX].

The pairing-based schemes that we consider in this report are parameterized by a pairing parameter
generator, which is a PTA GroupGen that on input 14 returns the description of three multiplicative
groups G1, Gy and Gy of order p for a 21-bit prime p together with generators g; € G; and g5 € Gy and
an admissible map ¢é : G; X Gy — Gr. By admissible, we mean that the map is bilinear, non-degenerate,
and efficiently computable. Bi-linearity means that for all a, b € Zj, , we have e(g{, gé’ ) = é(g1, 82)*°. By
non-degenerate, we mean that é(g1, g2) # 1.

In some cases, an efficient isomorphism is available from G; into Go. This gives a symmetric pairing
and we can use the notation G = G; = Gy to implicitly denote the use of the isomorphism in the pairing
computation.

Finding optimal pairing-friendly elliptic curves is an active field of research (see [15]). Ata 128-bit security
level, the optimal choice would be to construct an elliptic curve whose order is a prime of 256 bits and
over a prime finite field of the same size. Such optimal pairing-friendly curves exist [9] (Barreto-Naehrig
(BN) curves), but usually have a special form [19].

2.4 Complexity Assumptions

We recall the definitions of some standard and non-standard complexity assumptions needed by the cryp-
tographic schemes described in this report. For a more detailed description of the complexity assumptions
used in cryptography, please refer to the final report on hard problems in cryptography from the ECRYPT2
project [22].

Definition 2 (Decisional Diffie-Hellman (DDH) assumption) We say that the Decisional Diffie-Hellman
assumption holds with respect to GroupGen(1?) if for all PPT adversaries A, the following advantage
function is negligible in A:

AdV 7 ppu(d) = [Pr[A(g% ¢". 8%) = 1] - Pr[A(g%. ¢". ) = 1] < e(1)

where G «s GroupGen(1?) with generator g, € is a negligible function, and a,r, s <s Zy

Definition 3 (Learning-With-Errors (LWE) assumption) Let g, a, m be functions of a parameter n. For
a secret s € Zy, the distribution Ag,q,s over Zy X Zg is obtained by sampling a «—sZy, and an error

e sz, q,q from an error distribution Y7, 4, and returning (a, (a, s) +e) € ZZ”. Let U (Z;"X("H)) denote

the uniform distribution over Z;"X("H). The Learning-With-Errors problem L\WE,,  ,, is as follows: For

§ «=sZy, the goal is to distinguish between the distributions:
Do(s) := UEZ2""*V) and D1 (s) := (Ag.as)™

We say that a PPT algorithm A solves the A\WE,  ,,, problem if it distinguishes Do(s) and D1(s) (with non-
negligible advantage over the random coins of A and the randomness of the samples) with non-negligible
probability over the randomness of s. The LWE assumption states that no such adversary exists.

Definition 4 (D;-Matrix Diffie-Hellman Assumption D;-MDDH) Let Dy be a matrix distribution. The
Dx-Matrix Diffie-Hellman (Di.-MDDH) Assumption holds relative to G in Gy, for s € {1,2, T}, if for all
PPT adversaries A,

Adv i PP (1) = | Pr[A(bep, [Aly, [Aw]y) = 1] - Pr[A(bgp, [Aly [u],) = 1]| = negl(1),
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where probabilities are over bgp & G(1Y, A & D, w & Zf,, u s Zﬁ”.

Definition 5 (3-party Decision Diffie-Hellman Assumption 3-PDDH) We say that the 3-party Decision
Diffie-Hellman Assumption (3-PDDH) Assumption holds relative to G if for all PPT adversaries A,

Adv 5”PT(A) = | Pr[A(bgp, [al1, [bla, [ch, [l [abelr) = 1]
— Pr[A(bgp, [a]1, [bl2, [c]1. [cl2. [d]1) = 1]| = negl (1)

where the probability is taken over bgp & G(Y, a,b,c,d & Zp.
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3 Cryptographic Primitives

In this section, we recall the definitions of the cryptographic primitives used in the remainder of the
document. Every primitive contains the definition for such a scheme as well as the security definitions
associated with them.

3.1 Ciphertext-Policy Attribute-Based Encryption

Attribute-Based Encryption (ABE) [23, 18] belongs to the field of public-key cryptography. In an ABE
scheme the secret key and the ciphertext are dependent upon attributes (e.g. a country, a role) and access
policies. In such a system, the decryption of a ciphertext is possible, only if the set of attributes matches the
access policy. These policies can be defined over the ciphertext, as well as over the key. Here characterize
CP-ABE schemes according to this property:

Definition 6 (CP-ABE Scheme [23, 18]) A CP-ABE scheme over a message space M is a tuple of four
PPT algorithms CP-ABE = (Setup, KeyGen, Enc, Dec), such that

- Setup(11) — (pk, msk): Setup takes as input the security parameter A. The algorithm outputs the
public key pk and a master key msk.

- Enc(pk, A,m) — c¢: Enc takes as inputs the public key pk, an access structure A and a message
m € M. The algorithm outputs a ciphertext c.

- KeyGen(msk, S) — sk: KeyGen takes as input the master key msk and a set of attributes S. The
algorithm outputs a secret key sk.

- Dec(pk, ¢, sk): Dec takes as input the public key pk, a ciphertext ¢ and a secret key sk. The algorithm
outputs a message m € M when A accepts S and an error symbol L otherwise.

Next we define what it means for a CP-ABE scheme to be IND-CPA adaptively secure. The security
experiment goes as follow:

The security experiment ExpglP'ABE(/i)

- Initialization: The challenger runs Setup(1%) to obtain (pk, msk) and gives pk to the adversary A.

- Key generation queries KeyGen(msk, S): The adversary A sends a set S of attributes. The
challenger runs KeyGen(msk, S) to obtain a key sk which is returned to A. This step can be repeated
as many times as A desires, with the condition that attribute queries S do not satisfy A*.

- Encryption queries Enc(A*, mg, m1): The adversary A submits a pair of messages mg, m; and an
access structure A* with the condition that no previously queried S satisfies A*. The challenger
flips a fair coin b and runs Enc(pk, A*, my,) to obtain a ciphertext ¢, which is returned to A.

- Finalize: The adversary ‘A submits a guess »’. The output of the experiment is defined to be 1 if
b = b’, and 0 otherwise.

Definition 7 (Security for CP-ABE Schemes) The CP-ABE scheme is said to be IND-CPA adaptively
secure, if for all PPT adversaries A a negligible function exists, such that

1
Pr [Expqu'ABE(/l) = 1] < 3 + negl(A).
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3.2 Key-Policy Attribute-Based Encryption

Now we define KP-ABE. In CP-ABE the conditions to access a message are embedded in the ciphertext
while access rights are embedded in a secret key. Here, access rights are put inside the ciphertext and
access conditions are put into a secret key.

Definition 8 (KP-ABE Scheme [18]) A KP-ABE scheme over a message space M is a tuple of four PPT
algorithms CP — ABE = (Setup, KeyGen, Enc, Dec), such that

- Setup(11) — (pk, msk): Setup takes as input the security parameter A. The algorithm outputs the
public key pk and a master key msk.

- Enc(pk, S,m) — c: Enc takes as inputs the public key pk, a set of attributes S and a message
m € M. The algorithm outputs a ciphertext c.

- KeyGen(msk, A) — sk: KeyGen takes as input the master key msk and an access structure A. The
algorithm outputs a secret key sk.

- Dec(pk, ¢, sk): Dec takes as input the public key pk, a ciphertext c and a secret key sk. The algorithm
outputs a message m € M when A accepts S and an error symbol L otherwise.

Next we define what it means for a KP-ABE scheme to be IND-CPA adaptively secure. The security
experiment goes as follow:

The security experiment Exp’;[P'ABE(/l)

- Initialization: The challenger runs Setup(1?) to obtain (py, my ) and gives pk to the adversary A.

- Key generation queries KeyGen(msk, A): The adversary A sends an access tree A to the challenger.
The challenger runs KeyGen(msk, A) to obtain a key sk which is returned to A. This step can be
repeated as many times as A desires, with the condition that no access structures queried accept S*.

- Encryption queries Enc(S*, mg, m1): The adversary A submits a pair of messages mjg, m; and a set
of attributes S* with the condition that no previously queried A accepts S*. The challenger flips a
fair coin b and runs Enc(pk, §*, m;,) to obtain a ciphertext ¢, which is returned to A.

- Finalize: The adversary ‘A submits a guess »’. The output of the experiment is defined to be 1 if
b = b’, and 0 otherwise.

Definition 9 (Security for KP-ABE Schemes) The KP-ABE scheme is said to be IND-CPA adaptively
secure, if for all PPT adversaries ‘A a negligible function exists, such that

1
Pr [Expﬁlp'ABE(/l) = 1] < 3 + negl(A).

3.3 Multi-Client Functional Encryption

Multi-client functional encryption (MCFE) is a more flexible variant of functional encryption whose
functional decryption involves multiple ciphertexts from different parties. Each party holds a different
secret key and can independently and adaptively be corrupted by the adversary.

Now, we define a private-key M CFE scheme as in [17]:
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Definition 10 (Multi-Client Functional Encryption) Let ¥ = {%,} o be a family (indexed by p) of sets
Fp of functions f: Xp1 X+ XXpn, = Yp. ! Let Labels = {0,1}" or { L} be a set of labels. A multi-client
functional encryption scheme (MCFE) for the function family F and the label set Labels is a tuple of five
algorithms MCFE = (Setup, KeyGen, KeyDer, Enc, Dec):

Setup(14,1™): Takes as input a security parameter A and the number of parties n, and generates public
parameters pp. The public parameters implicitly define an index p corresponding to a set ¥, of
n-ary functions (i.e., n = np).

KeyGen(pp): Takes as input the public parameters pp and outputs n secret keys {sk;};e[,) and a master
secret key msk.

KeyDer(pp, msk, f): Takes as input the public parameters pp, the master secret key msk and a function
f € ¥, and outputs a functional decryption key sk.

Enc(pp, sk;, x;, £): Takes as input the public parameters pp, a secret key sk;, amessage x; € X, ; to encrypt,
a label € € Labels, and outputs ciphertext ct; ¢.

Dec(pp, skf, ctie, ..., ctyr): Takes as input the public parameters pp, a functional key sky and n cipher-
texts under the same label { and outputs a value y € Y,

A scheme MCFE is correct, if for all ,n € N, pp « Setup(14,17), f € Fp, € € Labels, x; € X, ;, when
({ski};iepn}» msk) < KeyGen(pp) and sky < KeyDer(pp, msk, f), we have

Pr [Dec(pp, sky, Enc(pp, ski, x1,€), . . ., Enc(pp, sk, xn, €)) = f(x1,...,x0)] =1 .

When p is clear from context, the index p is omitted. When Labels = {0, 1}*, we say that the scheme is
labeled or with labels. When Labels = { L}, we say that the scheme is without labels, and we often omit £.

The security model of multi-client functional encryption is similar to the security model of standard multi-
input functional encryption, except that instead of a single master secret key msk for encryption, each slot
i has a different secret key sk; and the keys sk; can be individually corrupted. In addition, one also needs
to consider corruptions to handle possible collusions between different parties. In the following, we define
security as adaptive left-or-right indistinguishability under both static (sta), and adaptive (adt) corruption.
We also consider three variants of these notions (one, any, pos) related to the number of encryption queries
asked by the adversary for each slot.

Definition 11 (Security of MCFE) Let MCFE be an MCFE scheme, ¥ = {?;)}p a function family
indexed by p and Labels a label set. For xx € {sta, adt}, yy € {one, any, pos}, and B8 € {0, 1}, we define
the experiment xx—yy-INDg'CFE in Fig. 1, where the oracles are defined as:

Corruption oracle QCor(i): Outputs the encryption key sk; of sloti. We denote by CS the set of corrupted
slots at the end of the experiment.

Encryption oracle QEnc(i, x?, x}, £): Outputs ct;; = Enc(pp,sk;, xf.g, €) on a query (i,x?,x},£). We
denote by Q; ¢ the number of queries of the form QEnc(i, -, -, £).

Key derivation oracle QKeyD(f): Outputs sky = KeyDer(pp, msk, f).

and where Condition (*) holds if all the following conditions hold:

LAll the functions inside the same set ¥, have the same domain and the same range.
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sta-yy-INDJ' "5 (4, n, A) adt-yy-INDJ'“"5 (4, n, A)
CS « AL 1M pp « Setup(1?,1™)
pp — Setup(14,1™) ({ski}ie[n) msk) < KeyGen(pp)
({ski}; c[u}> msk) < KeyGen(pp) @  AQCrONQENe(-).QKeyDO) ()
@ — AREncC:, '),QKeyD(-)(pp’ {ski}iccs) Output: « if Condition (*) is satisfied,
Output: « if Condition (*) is satisfied, or a uniform bit otherwise

or a uniform bit otherwise

Figure 1: Security games for MCFE

1

o Ifi € CS (i.e., slotiis corrupted): for any query QEnc(i, x?, xl.l,é’), x? = X;.

e For any label £ € Labels, for any family of queries {QEnc(i, x?, xil, f)}ie[n]\cs, for any family of
inputs {x; € Xpi};c0g for any query QKeyD(f), we define x? = )cl.1 = x; for any slot i € CS,
3 = (xf, ..., xP) for b € {0, 1}, and we require that:

&)= fEY
We insist that if one index i ¢ CS is not queried for the label {, there is no restriction.

® When yy = one: for any sloti € [n] and € € Labels, Q; ¢ € {0, 1}, and if Q; ¢ = 1, then for any slot
Jj €[n]\CS, Qj¢ = 1. In other words, for any label, either the adversary makes no encryption
query or makes exactly one encryption query for eachi € [n] \ CS.

e When yy = pos: for any slot i € [n] and € € Labels, if Q;¢ > 0, then for any slot j € [n] \ CS,
Qj.¢ > 0. In other words, for any label, either the adversary makes no encryption query or makes
at least one encryption query for each slot i € [n] \ CS.

We define the advantage of an adversary A in the following way:

Advﬁgggﬁ)(ﬂ,n) = |Pr[xx—yy—IND3"CFE(/l,n,ﬂ) = 1] - Pr[xx—yy—IND?"CFE(/l,n,ﬂ) = 1]| .

A multi-client functional encryption scheme MCFE is xx-yy-IND secure, if for any n, for any polynomial-

time adversary A, there exists a negligible function negl(1) such that: Adv’,ijl('cygé];?(/l, n) < negl(A).

We omit n when it is clear from the context. We also often omit A from the parameter of experiments or
games when it is clear from context.

3.4 Decentralized Multi-Client Functional Encryption

Now, we recall the definition of decentralized multi-client functional encryption (DMCFE) [13]. As in the
MCEFE definition, the Setup algorithm, which generates the public parameters that determine the set of
functions, is separated from the KeyGen algorithm.

Definition 12 (Decentralized Multi-Client Functional Encryption) Let ¥ = {7} o be a family (indexed
by p) of sets F,, of functions f: Xp1 X -+ X Xpp, — Yp.Let Labels = {0,1}* or { L} be a set of labels. A
decentralized multi-client functional encryption scheme (DMCFE) for the function family F and the label
set Labels is a tuple of six algorithms DMCFE = (Setup, KeyGen, KeyDerShare, KeyDerComb, Enc, Dec):
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Setup(14,1™) is defined as for MCFE in Definition 10.
KeyGen(pp): Takes as input the public parameters pp and outputs n secret keys {ski};[n)-

KeyDerShare(pp, sk;, f): Takes as input the public parameters pp, a secret key sk; from position i and a
function f € F,, and outputs a partial functional decryption key sk; z.

KeyDerComb(pp, ski, 7, . .., skn,r): Takes as input the public parameters pp, n partial functional decryp-
tion keys sky f, . . ., sky, r and outputs the functional decryption key skp.

Enc(pp, ski, xi, £) is defined as for MCFE in Definition 10.
Dec(pp, sk, Cti,z, . .., Ctyr) is defined as for MCFE in Definition 10.

A scheme DMCFE is correct, if for all A,n € N, pp «— Setup(14, 1"), f € F,, € € Labels, x; € X,,;, when
{ski}iepn) < KeyGen(pp), sk; s < KeyDerShare(sk;, f) for i € [n], and sky < KeyDerComb(pp, ski,,
..., Skn ), we have

Pr [Dec(pp, skf, Enc(pp, ski, x1, €), . . ., Enc(pp, skn, xn, €)) = f(x1,...,x,)] =1 .

We remark that there is no master secret key msk. Furthermore, as in [13], the definition above does not
explicitly ask the setup to be decentralized.

We consider a similar security definition for the decentralized multi-client scheme.

Definition 13 (Security of DMCFE) The xx-yy-IND security notion of an DMCFE scheme (xx € {sta, adt}
and yy € {one, any, pos}) is similar to the one of an MCFE (Definition 11), except that there is no master
secret key msk and the key derivation oracle is now defined as:

Key derivation oracle QKeyD(f): Computes sk;  := KeyDerShare(pp, sk;, f) for i € [n] and outputs
{Ski,f}ie[ny

3.5 Inner-Product Functionality

The inner-product functionality can be described by considering the index p of # in more detail.

The index of the family is defined as p = (R, n, m, X, Y) where R is either Z or Zj, for some integer L, and
n,m, X, Y are positive integers. If X,Y are omitted, then X =Y = L is used (i.e., no constraint).

This defines 7, = {f,..._5, : (R™)" — R} where
n
FrvogaEe o Bn) = ) (F Fiy = (£5)
i=1

where the vectors satisfy the following bounds: ||X;|l < X, [|¥ille < Y fori € [n], and where X € R™"
and y € R™" are the vectors corresponding to the concatenation of the n vectors X1, ..., X, and y1, ..., ¥,
respectively.

3.6 Symmetric Encryption

One of the compilers in Section 5 makes use of a symmetric encryption scheme SE = (Encsg, Decsg) that
is indistinguishable secure under chosen-plaintext attacks (IND-CPA) and whose keys are uniform strings
in {0, 1} as defined by [10].

Document name:|D4.3 Annual Report on Functional Encryption Schemes for Prototypes | Page: |10 of 29‘
Reference: D4.3‘Dissemination:‘ CO‘ Version:‘ 1.0 Status:| Final ‘




T FENTEC

Encse(K, x): Takes as input a key K € {0, 1} and a message x to encrypt, and outputs the ciphertext ct.

Decse(K, ct): Takes as input a key K and a ciphertext ct to decrypt, and outputs a message x.

We denote with Advlsl\g?é(CPA(/l) the advantage of an adversary guessing 8 in the following game: the
challenger picks K « {0,1}* and 8 « {0,1} and gives A access to an encryption oracle QEnc(le, xl.l)

that outputs ct = Encsg(K, xf) on a query (x%, x1).
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4 Digital Currency Scenario

The following is dedicated to presenting FAME [6]. This pair of schemes, for CP and KP ABE, was
already our choice in year 1 of the project. At the time of D4.1 and D4.2, our only concern was that the
scheme capabilities for attribute sets may be too limiting for our use case. With recent developments and
the progress of the prototype, this is no longer a concern, and so we confirm that FAME is the best solution
available.

4.1 Preliminary

4.1.1 Access Structure and Access Control

Definition 14 (Access Structure) If U denotes the universe of attributes, then an access structure A is a
collection of non-empty subsets of U, i.e, A C 2U\{0}, where 2 = {X, X C U}. It is called monotone
if for every B,C C U suchthat BC C,Be A = C € A.

Remark 1 Monotony captures the idea that authorized users having attributes B happening to get more
attributes C 2 B do not lose privileges: B€ A — C € A.

Access control can be seen as monotone boolean formulae with AND and OR gates, where each input is
associated with an attribute in U. A set of attributes S C U satisfies a formula if it evaluates to true on
setting all inputs that map to some attribute in S to true, and the rest to false. Boolean formulae fall into a
more general class of functions called Monotone Span Programs (MSP), defined in [18] in the context of
ABE schemes and recalled in [6].

Definition 15 (Monotone Span Program [18, 6]) An MSP is given by a matrix M of size n1 X np over Z,,
and a mapping «w : {1,...,n1} — U. Let S be a set of attributes and I = {i,i € {1,---n1}, n(i) € S} be the
set of rows in M that belongs to S. We say that M accepts S if there exist a linear combination of rows in
I that gives (1,0, - - - ,0). More formally, there should exist coefficients {vy;}icy such that

Z’YI(M)I :(1’0’90)9 (1)

iel

where (M); is the ith row of M.

4.1.2 Hash Function

The FAME scheme uses a collision-resistant hash function that we will call . This hash function # takes
two types of inputs, one type of the form (x, /, #) and one type of the form (j, [, #), where x is an arbitrary
string, j is a positive integer, [ € {1,2,3} and ¢ € {1, 2}. For simplicity, we represent these two inputs as
xIt and 0jlt respectively.

4.2 An instantiation of Ciphertext-Policy Attribute-Based Encryption

In this section, we give a formal description of FAME, a CP-ABE scheme presented in [6], as well as a
security statement for it. For a complete security proof, please refer to the original article [6].

The following protocol makes use of a PPT pairing group generator algorithm GroupGen that on input 14
returns a description PG = (Gy, Go, Gr, p, g1, g2, €) of asymmetric pairing groups where G1, Go, Gr are
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cyclic groups of order p for a 24-bit prime p, g1 and go are generators of G; and Gg, respectively, and
e : G; X Gy — @G is an efficiently computable (non-degenerate) bilinear map, as described in Section 2.3.

In the actual description of the protocol, in order to be consistent with the description in [6], the values G,
Gao, g1, and go are denoted by G, H, g, and £, respectively. Moreover, Groquen(l’l) is assumed to be an
algorithm outputting a Type-3 pairing curve, for which there are no efficiently computable homomorphisms
between G and H [16].

FAME, an instantiation of a CP-ABE Scheme [6]
- Setup(1?) Run GroupGen(1') to obtain (G,H,Gr, p, g, h,e). Then sample ay,az <sZ;, and
dy, da, d3 <sZ,. Output
(h Hy = h®, Hy = h*2, Ty = e(g, h)™ 175, Ty = e(g, h)?292+4s)
as the public key. Also, sample by, by «—sZ,, and output the master key
(g, h, a1, az, b1, ba, g™, g, g%).

- Enc(pk, (M, rr), m) Sample s1, 52 «—sZ,,. Compute

co = (HS', H32, hP1+2)

using pk. Suppose M has n; rows and ns columns. Then, fori = 1,---,n; and [ = 1, 2, 3, compute
ny
cir = H@E@DIL) - H(x(i)2)* - ]—[[fH(O 1)t - H(012)%2] M,
j=1

where (M);, ; denotes the (i, j)th element of M. Set ¢; := (c;1, ¢ 2, ¢;,3). Also, compute
’ _ S 59
¢ =T1,"-T," -m.
Output (co, ¢1, - - -, cny, ¢") as the ciphertext.

- KeyGen(msk, §) Sample ry, rp «—sZ,, and compute
Sk(] = (hblrl, hb2r2, hr1+r2)
using h, by, by from mk. For all y € S and ¢ = 1, 2, compute

biry barg Ty o’
skyr = H(ylt) e - H(y2t) ar - H(y3t)ar - gar,

where oy «sZ,,. Set sky := (sky, 1, sky 2, g77¥). Also, compute
’ d birg bary ritrg of
sk; = g% - H(011t) @ - H(012¢) ar - H(013t) ar - gar

fort = 1,2, where 0’ «—sZ,,. Set sk’ := (sk}, sk}, g% - g7"). Output (sko, {sky }yes, sk’) as the key.
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- Dec(pk, c, sk) Recall that if the S used for generating sk satisfies the MSP (M, 7r) used for encrypting
¢, then there exist {vy;};¢; satisfying Eq. (1). Now, compute

— Yi Yi Yi
num:=c¢ -e (l_l ci”l, sko,l) e (n ci”Q,sko,g) e (l_l cl.’%, Sk(),g),

iel i€l iel
— [ Yi . ’ Yi . ’. Yi
den = e (sk1 l_l Skn(i),l’ 00,1) e (sk2 l_[ Skn(i),Q’ C(),Q) e (sk3 1_[ Skn(i),S’ 60’3),
iel iel iel

and output num/dem. Here sk, 1,5ko,2,5ko,3 denote the first, second and third elements of skg; the
same for c¢g.

4.2.1 Security

The scheme is proven to be IND-CPA adaptively secure (Definition 6) in the Random-Oracle Model (ROM)
under the Decisional LINear (DLIN) assumption, which is a particular case of the Matrix Diffie-Hellman
assumption (Definition 4) which is a classical hardness assumption. The proof for the following theorem
is given in [6].

Theorem 1 FAME is adaptively secure under the DLIN assumption on asymmetric pairing groups in the

random oracle model. Concretely, for any PPT adversary A making Q key queries in the IND-CPA
security game, there exists a PPT adversary B such that:

Adv? (D) < (80 + 2)Advy, 6 (1) + (160 + 6)/p,

where p = O(Q) is the order of the pairing group.

4.3 An instantiation of Key-Policy Attribute-Based Encryption

The KP-ABE scheme we present here is derived from FAME. As such it enjoys the same efficiency and
expressiveness as FAME.

An instantiation of a KP-ABE Scheme [6]

- Setup(11) Same Setup() as FAME.
- Enc(pk, S, m) Sample s1, 52 <s7Z,,. Compute
co = (Hsl,HSQ, hS1+52)
using pk. Forall y € S and [ = 1, 2, 3, compute
cy, = HOIL)™ - H(yl2)*2.
Set ¢y = (¢y,1, Cyys Cy,3). Also, compute
¢ =T" - T, -m.

Output (co, { ¢y }yes, ¢’) as the ciphertext.
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- KeyGen(msk, (M, rr)) Sample rq, ry <sZ,, and compute

using h, by, bo from msk. Sample o7, -

Sk(] = (hblrl’ hbgrg, hr1+r2)

ki o= Hr(i)1) o - Hx(@)20) o - Hx(@)30) o - g - (gr) Mo,

- biry bary riery | Mia
I [W(Ojlt) ar - H(0j2t) ar - H(0j3t) ar ,
j=2
-0 ds\(M); = -0 (M)
skiz =g 7" (g%) ”1-1_[(g f) :
j=2

where 0 «—sZ,. Set sk; := (sk; 1, sk; 2, sk; 3). Output (sko, ski, - - - , sk, ) as the key.

o ,0p, <sZp. Foralli=1,---,n; and t = 1,2, compute

- Dec(pk, ¢, sk) Recall that if the S used for generating sk satisfies the MSP (M, ) used for encrypting
¢, then there exist {y; };¢; satisfying Eq. (1). Now, compute

num = c¢ -e (l—[ cZ"(i)’l, sko,1) e (1_[ Czi(i),? sko,2) e (n CZ‘@’?’, sko,3) ,

iel iel iel

den := e ( l_[ sk, co,1) e ( 1_[ sk’ co,z) e ( l_[ sk, 60,3) ,

iel iel iel

and output num/dem. Here sk, 1,5ko,2,5ko,3 denote the first, second and third elements of sko; the

same for c¢g.

4.3.1 Security Analysis

The security provided by this KP-ABE scheme is the same as the security provided by FAME.
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5 Web Analytics Scenario

Recall that the objective of this use case is to create a scheme allowing some entities to participate in
a privacy-preserving poll. Trust is central in this use-case. In the previous iteration of this document,
we presented a compiler allowing to build a DMCFE scheme from a MCFE scheme. Decentralization is
essential because it removes the need for a trusted entity, and this compiler meant that now, all MCFE
schemes could potentially be a viable solution for the use case. Along with this compiler, we proposed a
MCEFE scheme under the DDH assumption that handles labels, as well as an MCFE scheme not handling
labels but that could be instantiated with a wide variety of hardness assumptions. However, our DMCFE
with labels DDH-based instantiation had two limitations; it was only able to decrypt for small messages
and did not achieve post-quantum security. Along with the solutions already presented in D4.2, we present
a new MCFE scheme with labels based on lattices [1] and developed during the project, that solves the
issue we had in D4.2 by achieving post-quantum security and handling any size of decryption.

5.1 A Compiler from MCFE to Decentralized-MCFE

The following compiler from [2], developed in the context of FENTEC, turns MCFE schemes into DMCFE
schemes. This compiler is property-preserving, meaning that if the starting MCFE scheme is static or
adaptive secure, resistant to certain kinds of corruption or handle labels then the resulting DMCFE scheme
will have the same properties. Since one of the MCFE schemes presented later is adaptive secure, resistant
to any kind of corruption and can handle labels, the compiler yields a DMCFE scheme with all those
properties.

Setup’(14,1") : KeyDerShare’(pp, sk;, f) :
Return Setup(14, 17) Parse sk’ = (sk;, {Vk }ke[K])

For k € [«], dkE . == (¥, 55 ,) + (5K, 55)

KeyGen’ :
KeyGen’(pp) : Return ski’f = (Sif, {dki,f}

({ski}iefnp msk) < KeyGen(pp)
Recall that sk; = (i, s;, {ﬁf{}ke[,(])
For k € [«]:

Fori e [n—

kE[K])

KeyDerCOmbl(ppe {Skl{,f}ie[n]) :

r_ e k
1], vF —zZ) Parse {sk; ¢ = (i Adki pde ) oy

n—

1
7 mod L For k € [k], dkk := de
i=1

Return {sk; = (sk;, {vf}ke[K])}ie[n] Return skt = ({i,1}; [, {d f}kem)

Enc’(pp, sk, x;, £) Dec'(pp,sk}, {ctieticm)

Parse sk! = (sk;, {7 Yeepe)) Return Dec(pp, sk, {cti,c};c(,))
Return ct; ; < Enc(pp, sk;, x;, £)

Figure 2: Compiler from MCFE to DMCFE": s, f is a function of pp, i, s;, f and flkf is a function of pp,
i, f,and k. M = mn. '
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5.1.1 Security Analysis

The following theorem, whose proof can be found in [2], shows that the resulting DMCFE scheme has the
same security properties as the underlying MCFE scheme.

Theorem 2 Ler MCFE = (Setup, KeyGen, KeyDer, Enc, Dec) be an MCFE construction for a family of
functions F and a set of labels Labels. We suppose that MCFE has the special key derivation property
modulo a prime L. For any xx € {sta, adt} and any yy € {one, pos, any}, if MCFE is an xx-yy-IND-secure
MCFE scheme, then the scheme DMCFE’ depicted in Fig. 2 is an xx-yy-IND-secure DMCFE scheme.
Namely, for any PPT adversary A, there exist a PPT adversary B such that:

xx-yy-IND xx-yy-IND
Advpyicre a(bn) < Adviyceg g (41)

5.2 Security with Respect to Partial Queries

In this section, we present two compilers from [2], developed in the context of FENTEC, transforming
pos-IND-secure MCFE and DMCFE schemes into any-IND schemes. These compilers essentially force
the adversary to ask for at least one ciphertext per position i (and per label, for labeled schemes). The first
compiler works for sta-pos-IND and adt-pos-IND-secure schemes without labels (Labels = {_L}) and only
requires an IND-CPA symmetric encryption scheme to work. We prove it for the adt-pos-IND case as the
proof for sta-pos-IND is simpler. The second compiler supports labeled schemes, but is in the random
oracle model. Although our presentation is for DMCFE, the compilers can be adapted to work for MCFE
schemes in a straightforward way.

Setup’(14,1") : KeyDerShare’(pp, sk, f) :
Return pp « Setup(14,17) Parse sk = (sk;, Ki, {ki ;. kj’i}je[n])
Return sk} . < KeyDerShare(sk, f)
KeyGen'(pp) : ‘
{ski}ie[n) < KeyGen(pp) KeyDerComb'(pp, {Skl{»f}ie[n]) :
Fori € [n] :
[n] A sky := KeyDerComb(pp, {sk; /}. _ )
ki,la R ki,n — {O’ 1} R K I ieln]
Ki = @jciniki eturn sk
Return {sk; = (sk;, K;, {ki.j» Kji}:cr. 1)}
i J> st jen] el Dec'(pp, Skf, Ctllf’ o Ct;ll) .
Enc’(pp, sk, x;) : Parse {ct;’ = (ct;, {kj’i}fe[n])}ie[n]
Parse Skl/ = (Ski, Ki, {ki,j’ ka’}jE[n]) Fori e [I’l] :
Ki = ®jefuiki;

cti  Enclpp.ski, x) ct; « Decsg(K;, ct))
i SE > 1

ct! «— Encse(K;, ct;
! (K ct) Return Dec(pp, sk, cty, . . ., Ctp).

Return (ct}, {kj;} je[n])

Figure 3: Compiler from an xx-pos-IND DMCFE DMCFE without labels into an xx-any-IND DMCFE
DMCFE’ using an IND-CPA symmetric-key encryption scheme SE

The compiler without labels is described in Fig. 3, where SE is an IND-CPA symmetric-key encryption
scheme. The proof for the following security theorem can be found in [2].
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Theorem 3 Let DMCFE = (Setup, KeyGen, KeyDerShare, KeyDerComb, Enc, Dec) be an adt-pos-IND-
secure DMCFE scheme without labels (Labels = {_L}) for a family of functions . Let SE = (Encsg, Decsg)
be an IND-CPA symmetric-key encryption scheme. Then the DMCFE scheme DMCFE’ = (Setup’,
KeyGen’, KeyDerShare’, KeyDerComb’, Enc’, Dec’) described in Fig. 3 is an adt-any-IND-secure DMCFE
scheme. Namely, for any PPT adversary A, there exist PPT adversaries B and B’ such that:

adt-any-IND adt-pos-IND IND-CPA
AdVDMCFE',ﬂ(/l’ n) < AdVDMCFE,B (ALn)+n- AdVSE,B' ) .

Setup’(1,1") : KeyDerShare’(pp, sk/, f) :

Return pp « Setup(14, 1) Parse sk = (ski, Ki, {ki.j. kjii}jcp)
KeyGen’(pp) : Return sk; . < KeyDerShare(pp, sk;, f)
{ski}ie[n) < KeyGen(pp)

Fori € [n] : KeyDerComb’(pp, {Skl{’f}ie[nj) :

ki,l, ey ki,n — {0, 1}/1

, sky := KeyDerComb(pp, {ski s} 1)
Return {sk; = (sk;, K;, {ki j, kj’i}je[n])}ie[n] i€ln]

Return sk

Enc’(pp, sk}, xi, ) :
Parse Skl’ = (Sk,‘, K,‘, {k,‘,j, kfvi}je[n])

Dec’(pp, sks, cty, ..., ct;)

Parse {ct;’ = (ct/, r;, {kj’i’[}je[n])}ie[n]
ct; < Enc(pp, sk, x;) Fori € [n] :
For j € [n] :

kij.e == Hi(ki;llillj11€)

kj.i.e == Hi(k;:[I7lli[1€)
Kie := ®jefnkij,e
ri — {0, 1} ct! := ct; ® Ha(Ky ¢ Iri)
Return (ct}, r;, {kj,i,g}je[n])

Kie = ®jeniki e
ct; = ct] @ Ha(K; ¢]|ri)
Return Dec(pp, sky, cty, . . ., ctp).

Figure 4: Compiler from an xx-pos-IND DMCFE DMCFE with labels into an xx-any-IND DMCFE
DMCFE’ with labels, where H; : {0,1}* — {0, 1}* and Hy : {0, 1}* — {0, 1}!<%I are two hash functions
modeled as random oracles in the security proof.

The compiler supporting labels is described in Fig. 4, where H; : {0,1}* — {0,1}* and Hy : {0,1}* —
{0, 1}/<t1 are two hash functions modeled as random oracles in the security proof. The proof for the
following security theorem can be found in [2].

Theorem 4 Let DMCFE = (Setup, KeyGen, KeyDerShare, KeyDerComb, Enc, Dec) be an adt-pos-IND-
secure DMCFE scheme for an ensemble of functions ¥ and set of labels Labels. Then the DMCFE
scheme DMCFE’ = (Setup’, KeyGen’, KeyDerShare’, KeyDerComb’, Enc’, Dec’) described in Fig. 4 is an
adt-any-IND-secure scheme. Namely, when the hash functions Hy and Hy are modeled as random oracles,
for any PPT adversary A there exist a PPT adversary B such that:

2gn, + (2n+1)- (QHQQQEnc + q(QQEnc)

Advadt-any-IND (/L I’l) < Advadt-pos-IND(/L l’l) i o ’

DMCFE’, A DMCFE, 8

where q,, gH,, and qQenc are the numbers of queries to the oracles Hq, Ha, and QEnc respectively.
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5.3 A Multi-Client Functional Encryption Instantiation with Labels from
DDH

The following MCFE scheme, from [12], is based on the DDH assumption. This scheme achieves adaptive
security under any type of corruption (static and adaptive). It also handles labels, which allows more
flexibility in practice. Along with the property-preserving compiler we presented earlier, it allows us to
create our final DMCFE scheme.

* Setup(A): Takes as input the security parameter, and generates prime-order group@_G) = (G, p,P) &
GGen(1%), and H a full-domain hash function onto G?. It also generates the encryption keys
i & Z?), fori = 1,...,n. The public parameters pk consist of (G, p, g, H), while the encryption
keys are ek; = 5; fori = 1,...,n, and the master secret key is msk = ((ek;);), (in addition to pk,
which is omitted);

 Encrypt(ek;, x;, €): Takes as input the value x; to encrypt, under the key ek; = §; and the label €. It
computes [ii¢] := H(£) € G?, and outputs the ciphertext [c;] = [i]5; + x;] € G;

» DKeyGen(msk, y): Takes as input msk = (5;); and an inner-product function defined by y as
f3(¥) = ipXy, and outputs the functional decryption key dks = (¥, 2, 5 - yi) € Zj, X ZI%;

* Decrypt(dky, £, ([ci])ic[n]): Takes as input a functional decryption key dk; = (¥, c?), a label ¢, and

ciphertexts. It computes [ii¢] := H((), [a] = X;[ci] - yi = [id]]- d, and eventually solves the discrete
logarithm to extract and return a.

5.3.1 Correctness

Note that, as for [7], the result @ must be polynomially bounded to efficiently compute the discrete logarithm
in the last decryption step: let X, y € Z”, we have:

[l = ) leil - yi =71 d = ) g i+ xi] - yi =[]+ ) v

= Z[ﬁ;] “Siyi + Z[xi] -yi = lidg ] ZYL'EL' = [Z x;yil-

5.3.2 Security Analysis

Theorem 5 (IND-Security) The above MCFE protocol (Section 5.3) is IND-secure under the DDH as-
sumption,

2
AdvIP(A) < 20 - Adva® (1) + AdvE(r + 40 x 16) + FQ,

for any adversary A, running within time t, where Q is the number of (direct and indirect —asked by
QEncrypt-queries—) queries to H (modeled as a random oracle), and tg is the time for an exponentiation
in G.

We stress that this theorem supports both adaptive encryption queries and adaptive corruptions.

5.4 Labeled MCFE from Public-Key Single-Input FE

In this section, we present the MCFE scheme with labels as constructed in [1].
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5.4.1 Construction

The construction by Abdalla et al. [1] resembles the multi-input FE from [4], in which an inner layer of
information-theoretic one-time FE is combined with an outer layer of single-input FE. In [1], the authors
managed to extend this paradigm to the setting where the encryption additionally takes a label as an
additional input. They do so by replacing the one-time pads with pads which are pseudorandom for all
used labels ¢, using techniques similar to those used in [2] to decentralize the generation of functional
secret keys.

The detailed construction is given in Fig. 5 and is based on any single-input FE satisfying two simple
structural properties: Two-step decryption and linear encryption. These properties, originally defined in
[4] and recalled below (converted to the public-key setting), are satisfied by all known existing single-input
FE for inner products (e.g., [3, 7]).

Setup(14,1") :
PPipfe < Setupi*")fe(l’l, 1"), with L implicitly defined from pp;
Return pp = ppjpre

KeyGen(pp) :

(mskipfe, PKipfe) < KeyGenie(Ppipre); msk := mskipfe
Fori€[n],j>i:Ki;=K;j; « {0,1}*

Return {sk; = (pk, {K; ;}je[n])}ie[n) and msk

Enc(pp, ski, X; € R™, £ € Labels) :

Parse sk; = (pkipfes {Kij}jeln)

fie = ) (~1Y<'PRF, () e Zp"

J#i
wi == (0[] ... |0[I% (0] . .. [|0) + 7., mod L
cti < EncCipfe(PPipfer PKipfes Wi)

Return ct;

KeyDer(pp, msk, y € R™") :

Return sky « KeyDer; ¢ (PPipte: MSkipte, ¥)

Dec(pp, sky, {cti}ien) :

For i € [n], E({(W;, ¥) mod L, noise;) «— DeCipfe, 1 (PPipfes Ky Cti)

Return DecCipte 2(PPipfes E((W1, ¥) mod L, noisey)) o - - - 0 E((Wp, ¥) mod L, noise,, ))

Figure 5: Inner-Product MCFE for F,,, where p = (Z, n,m, X,Y), built from a public-key FE := (Setu Pipfes
Encipfe, KeyDeripfe, Decipfe) for 7, .., where pipfe = (Z,1,n - m, 2X,Y).

ipfe ?

Definition 16 (Two-step decryption [4]) A public-key FE scheme FE = (Setup, KeyGen, KeyDer, Enc,
Dec) for the function ensemble ﬂp, where p = (Z,1,m, X,Y), satisfies the two-step decryption property if
it admits PPT algorithms Setup*, Decy, Decy and an encoding function & such that:

Document name:|D4.3 Annual Report on Functional Encryption Schemes for Prototypes | Page: |20 of 29‘
Reference: D4.3‘Dissemination:‘ CO‘ Version:‘ 1.0 Status:| Final ‘




T FENTEC

1. Forall A € N, Setup*(14, 1) outputs pp where pp includes p = (Z,1,m, X,Y) and a bound B € R*,
as well as the description of a group G (with group law o) of order L > n-m - X - Y, which defines
the encoding function & : Zy X Z — G.

2. For all (msk, pk) < KeyGen(pp), X € Z™, ct < Enc(pp, pk, X), ¥ € Z™, and sk < KeyDer(msk, y),
we have
Decy(pp, sk, ct) = E((X, ¥) mod L, noise) ,

for some noise € Z that depends on ct and sk. Furthermore, it holds that Pr[|noise| < B] =
1 —negl(A), where the probability is taken over the random coins of KeyGen and KeyDer. Note that
there is no restriction on the norm of (X, y) here.

3. The encoding & is linear, that is: for all y,y’ € Zy, noise, noise’ € Z, we have

&E(y, noise) o E(y’, noise’) = E(y + v’ mod L, noise + noise’) .
4. Forally <n-m-X -Y, and |noise| < n - B, Deca(pp, E(y, noise)) = y.

Definition 17 (Linear encryption [4]) A secret-key FE scheme FE = (Setup, KeyGen, KeyDer, Enc, Dec)
is said to satisfy the linear encryption property if there exists a deterministic algorithm Add that takes as

= =y

input a ciphertext and a message, such that for all X, X" € Z'", the following are identically distributed:
Add(Enc(pp, msk, X), "), and Enc(pp, msk, (X + ¥’ mod L)) .

Recall that the value L € N is defined as part of the output of the algorithm Setup™® (see the two-step
decryption property above).

The proof of correctness for the scheme described in Fig. 5 can be found in [1].

5.4.2 Security Analysis

The security of the new construction is captured by two different theorems in [1]. The first one considers
security under static corruption and the other one covers adaptive corruption. We recap these theorems
here.

Theorem 6 (sta-pos-IND-security) If the FE scheme FE = (Setup;ys, KeyGen,s., KeyDer; g, Encipfe,

Decipfe) is an any-IND-secure FE scheme for the inner product functionality defined as 7';;5) » Where pipte =
(Z,1,m,2X,Y), and PRF is secure, then MCFE from Fig. 5 is sta-pos-IND-secure for the functionality
defined as 7';)'p, where p = (Z,n,m, X,Y). Namely, for any PPT adversary A, there exist PPT adversaries
B and B’ such that:

Adviycre (A1) < 2qEnc - Advig () + 2(n = 1)qenc - Adverr, 5/(A),

where qgnc denotes the number of distinct labels queried to QLeftRight.

Theorem 7 (adt-pos-IND-security) If the FE scheme FE = (Setupjyfe, KeyGen; g, KeyDer; ¢, Encipfe,

Decipe) is an any-IND-secure FE scheme for the inner product functionality defined as 7-;5) o Where pipfe =
(Z,1,m,2X,Y), and PRF is secure, then MCFE from Fig. 5 is adt-pos-IND-secure for the functionality
defined as 77p'p, where p = (Z,n,m, X,Y). Namely, for any PPT adversary A, there exist PPT adversaries
B and B’ such that:

Advig B P4, n) < 2(n + Dn(n = 1)*genc - Advprr, 5(4) + 2(1 + 1)genc - Advig (1)

where ggnc denotes the number of distinct labels queried to QLeftRight.

Document name:|D4.3 Annual Report on Functional Encryption Schemes for Prototypes | Page: |21 of 29‘
Reference: D4.3‘Dissemination:‘ CO‘ Version:‘ 1.0 Status:| Final ‘




T FENTEC

The proof for both of the theorems can be found in [1].

Using the generic transformation presented in [1], it is possible to remove the pos-security restriction, and
obtain adt-any-IND security.
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6 Video Surveillance Scenario

Recall that in this use case, our goal is to solve a Local Decision Making (LDM) problem. In the
D4.1 we presented an Inner-Product Predicate Encryption (IPPE) scheme for this purpose and a generic
transformation, by Katz, Sahai, and Waters in [20], enabling IPPE to compute exact thresholds over the
encrypted data. During the second year we realized that hiding the threshold was not a primary concern and
so in the deliverable D4.2 we presented two other schemes. The first one was a single-input inner-product
functional encryption scheme [7], which requires the camera to only encrypt positive values when creating
the ciphertext for the gateway. The second scheme [8] was a FE scheme allowing the computation of
quadratic functions, which does not impose any restriction on the values being encrypted by the camera.

In comparison to the schemes proposed in the D4.1 and D4.2, we came to realize that performance was
the main issue, and no functional encryption scheme currently would fulfill them. Specifically, the time
requirement that we had to achieve was that the gateway must take a decision in under half a second. The
sheer amount of motion vectors in videos makes it unrealistic for the current state-of-the-art functional
encryption. However, new developments lead us to believe that greatly reducing the number of motion
vectors still allows motion detection. Indeed, we now only take into account a few vectors, the ones with
the biggest norm and encrypt them with FE. Of course this lessens the precision of motion detection, but it
allows for practical performance. With that in mind, schemes based on DDH, which are usually limited by
the size of the message to decrypt, become attractive again as DDH-based solutions are in general faster
than lattice-based ones. Also, as the camera has to select which vectors to encrypt with FE, a quadratic
scheme will usually be slower than an IP scheme. This leaves us with the following DDH-based IP scheme
as our best candidate for the video surveillance use case.

6.1 MDDH-based Single-Input Inner-Product Functional Encryption In-
stantiations

In this section we present a single-input inner-product functional encryption scheme based on the MDDH
assumption. Fig. 6 recalls the single-input inner-product FE from [7, Section 3], generalized to the
Dx-MDDH setting, as in [5, Figure 15].
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Setup(14, ﬁm’X’Y, 0):

G = (Gp.g) « G, A & D, W & Z* D
pk := (G, [A],[WA]), msk := W
Return (pk, msk)

Enc(pk,x € Z7)):

R _p —Ar
r <—Zp,c = (x+WAr)

Return cty := [c] € GF+m+1

KeyGen(msk,y € Z)):

=
Return sky := (Wy y) € Zf,*m“

Dec(pk, cty := [c], sky):
C := [c sky]
Return log(C)

Figure 6: Functional encryption scheme for the class ‘7"1”"’X’Y, based on the D;-MDDH assumption [7, 5].

7 Relation to D3.1 Requirements, D4.1 and D4.2

Deliverable D3.1 outlined the requirements for all the FENTEC use cases being developed in WP7. In
response, we presented several schemes that fit the requirements for these use cases in the deliverable D4.1.
This document offers new improved schemes, presented in Sections 5 and 6. In this section, we summarize
the list of requirements that are met by these schemes.

7.1 Digital Currency Requirements

The CP-ABE scheme presented in Section 4.2 fulfills the requirements NF-Data Protection-DC.05 and
NF-Data Protection-DC.06.

NF-Data Protection-DC.05: This auditability requirement states that transactions should be auditable
with respect to GDPR and with customer privacy in mind. The use of CP-ABE schemes proposed
in Section 4.2 meets this goal by allowing customers to specify their own decryption policies.

NF-Data Protection-DC.06: This auditability agreement requirement states that customers and mer-
chants must sign a contract which specifies the types of audits and auditors to which they can be
subject. This requirement is satisfied because the CP-ABE scheme proposed in Section 4.2 allows
for both the customer and the merchant to agree on the policy during the encryption phase since the
policy itself is provided in the clear by the encryptor.

In addition to the above, the specification of a KP-ABE scheme given in Section 4.3 is necessary for the
fulfillment of requirement F-Design-DC.11, which states that the API should implement secure CP and
KP ABE schemes.
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7.2 Web Analytics Requirements

The DMCEFE scheme proposed in D4.1, for the Web Analytics use case, already fulfilled all the requirements
it could. The new scheme improves on the security and fill in the same three requirements NF-Security-
WA.01, NF-Data Protection-WA.05 and NF-Performance- WA.06:

NF-Security- WA.01: This requirement called for a DMCFE scheme with no central authority. In the
scheme presented in section Section 5, no central authority is required as both the setup and the key
generation algorithms are decentralized and computed interactively by the participants.

NF-Data Protection-WA.05: This requirement is fulfilled due to the fact that the participants generate
their own encryption keys and are therefore the only ones who can send encrypted data to the
collection point

NF-Performance- WA.06: This requirement asked for alternative solutions and with these new schemes,
we now have two decentralized solutions as well as three centralized solutions based on multiple
hardness assumptions, some achieving post-quantum security.

7.3 Video Surveillance Requirements

The IPPE scheme proposed in D4.1, for the video surveillance use case, fulfilled four major requirements
although we feared the scheme would be impractical. The scheme proposed in Section 6 also fulfills the
same four requirements and will improve on the performance of the API. Let us recall the four requirements:
NF-Security- IoT.01, NF-Data Protection-IoT.04, F-Implementation-I0oT.10, and NF-Security- 10T.02.

NF-Security- IoT.01: The end-to-end encryption requirement is satisfied because the camera encrypts all
the streaming data being generated using the public key of the scheme, whose master secret key is
only known to the security center.

NF-Data Protection-IoT.04: The leakage resilience requirement is satisfied by both schemes because the
functional decryption key given to the gateway only allows the latter to know the sum or quadratic
sum of the motion vectors length.

F-Implementation-IoT.10: This requirement is fulfilled by both schemes since the threshold value to
which the data will be compared during decryption does not need to be known by the encryptor.

NF-Security- I0T.02: As shown in Section 6, both schemes meet the IND-CPA security requirement.
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8 Conclusion

In this document, we described the final specifications of functional encryption for the three use cases
under consideration in the FENTEC project. These schemes were chosen based on the requirements in
Deliverable D3.1.

In the case of the digital currency use case, we specified two attribute-based encryption schemes from [6],
depending on whether the access policy is specified during encryption or key generation. For the web
analytics use case, we proposed two kinds of DMCFE schemes able to compute inner products, with or
without encryption labels. The DMCFE schemes proposed in both cases can be instantiated under the DDH
assumption and under quantum-safe lattice assumptions. This fulfills all the requirements elicited in D3.1
of the project. Finally, in the video surveillance use case, we proposed a trade-off between efficiency and
the precision of motion vectors that greatly reduces the data needed to detect movement and decreases the
overhead incurred by the use of functional encryption schemes. While all but the performance requirements
had already been met, this new approach means that the previously considered scheme also achieves the
performance requirements.
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